
ῤ ľDoublePulsarĿ№  
 

 

Shadow Brokers NSA ΐҬ̆DoublePulsar ѿҩ ᴆ ῤ

Ȃṿ ̆DoublePulsar ᶏ ԅ Ȃ ᾢ

ѿҩ ᴆ ῤ ≢ ̆ └ Һ ᴆ ῒ̕ ҍ

└ ᶏ ᴺ ̂SMB RDP ̃̆ ֟ Ȃ 

ΐᵣ ̆ ֓ ΐ̂ EternalBlueȁEternalRomance ̃ ₯ ⱳ ᴪ srv.sys

Ҭ SrvTransaction2DispatchTable 14 ׆̆ srv.sys Ҭ ѿҩ Ȃ

SrvTransaction2DispatchTable 14

SrvTransactionNotImplemented ₱ ̆ SMB SMB_COM_TRANSACTION2 ̆

ᴪᶏ ⌠ ₱ Ȃ DoublePulsar ҍץ └

SMB_COM_TRANSACTION2 Ḥ ̆ ₯ ᵬȂ 

№  

1. ⱳ ╠̆ SrvTransaction2DispatchTable ̆ ץ 14

ҹ SrvTransactionNotImplemented ₱ Ȃ 

 

2. ⱳ ̆SrvTransaction2DispatchTable Ҭ 14 Ḃ ḱ Ȃ 



 
ḱ ₱ Ҋ̔ 

3.DoublePulsar Һ Ҋ₃ҩⱳץ ̔ 

 
ⱳ פ Ҋ ̔ 

ⱳ  ⱳ  

OutputInstall ѿҩ shellcode ԋ └ ᴆᶫ

RunShellcode ⱳ ᶏ  

Ping DoublePulsar 

RunDLL ѿ shellcode ⱴ Dll 

RunShellcode 



 

(1)CheckFlag ⱳ  

₱ Ṝᴪ Ҍ ̆ SMB_COM_TRANSACTION2

Ҭ Timeout Ȃ flag ף῏ Ҋ̔ 

 
Ҋ Ҭ timeout ṿ ↕ҹ פ 0x23Ȃ 

 



ӊ ∞ Ҍ פ ῀Ҍ ̔ 

ⱳ פ  

0x23 Ping  

0x77  

0xc8 ѿ shellcode 

ף῏ Ҋ̔ 

 

(



 
SESSION_SETUP Data ҹⱴ shellcodeȂ 

ף Ҋ̔ 

a. shellcode ̆ ᴰ Ҭ Ȃ 

 

b.№ ѿ ῤ ̆ shellcode ⌠ ‖ ̆ shellcodĕ

∞ ̆ shellcode Ȃ 

 



c. ԍ Rundll ⱳ ᴰ shellcodĕ ᾢᴪ IDT ntoskrnl.exe ̆ ҹ

IDT ᵝԍntoskrnl.exe Ҭ̆ ҉ ᵝ⌠PE ӊ̆ ₮ ̆

₱ Ȃ 

 

d. ⱬ PID ⌠ ῀ Һ ̂ ҹ lsass.exẽȂ 

 

e.ӊ APC ῀⌠ Һ Ȃ 

 
(4)Uninstall ⱳ ̔  



ᵝҹ 0x77̆↕ ῀ Ȃ Ҭᴪ ᾢḱ

SrvTransaction2DispatchTable Ȃ 

 
 

(5) ̔ 

₱ ᴪ SrvTransactionNotImplemented ₱ ̆ ӊ╠̆ Ҋץ

Ҍ ’̆ ᴪ MID ṿ Ȃ 

 
 

ṿ ӈ 

MID+0x10 ⱳ 

MID+0x20 Ҍ ⱳ  

MID+0x30  

 
 



῏ԍ VenusEye ῃ ̔ 

VenusEye ῃ ֟ ԊҒҙ׆ ῃ

№ Һ̆ ֟ ҉ ῃԊᴆȁ ȁ

№ ̆ ᶫҒҙ № Ȃ ᴪᶭ ֟ ̆

ῒҬ ₯ Ạ ῀ ҍ№ ̆ ₮Ғҙ№ ȁ ₮Ғҙ

̆ҹ ‗ ᶫ ꜛȂ 

ׂ ᾢ̆ ԅȇ ľ̆ Ŀ ҹ ₯ Һⱬ´Ȉȁ

ȇ Hedwig № ȈȁȇLocky ₯ № Ȉȁȇ

№ Ȉȁȇ ԅ 18 ף

Ȉȁȇ Sage 2.0 ₯ Ḥ Ȉȁȇľ₣ Ŀ ₯

Ḥ ȈȁȇOffice 0day№ Ȉȁȇ2016 № Ȉ

ᴍҒҙ ῃ№ ̆ Ҋ Ȃ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


