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二.  攻击分布 

2.1  受攻击行业分布 

ῃ ̆ ȁ ȁ ȁ Ḥȁ ₯ ҙ̆ ₯

№≢ 25%ȁ21%ȁ19%ȁ13%ȁ12%Ȃ 

 

 2.1  ₯ ҙ№ ’ 

2.2  受攻击时间轴分布 
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1. 20161207 ᴑʈ₯ ҹȂ 2. 20161201 ⱬ ȁᶨ13. 201611291130ʝ ⱬ4. 20161121APT׆פ Ȃ 5. 2016APT ⱬ ᶨ ף

ῤ ᴆ

Ȃ6. 201611

16ҹȂ 7. 20161116ҩľ Ń ₯ ҹȂ

 8. 20161111ʝʨ ₯ ҹȂ 9. 2016111010. 20161110 ᴑʈʨȂ 11. 20161110
14ҩ ľּי Ń ₯ʨȂ 12. 201611



 

 

18. 2016 6 6 ̆ Ḥ Ҭ APT ֟ ̆ 1 ҩ ≠ ₯

ҹȂ 

19. 2016 6 2 ̆ Ḥ Ҭ APT ֟ ̆ 1 ҩ ≠ ₯

ҹȂ 

20. 2016 5 29 ̆ ⱬῈ APT ₯ Ғ Ȃ 

 

 

  





 ̆

Sleep

₱  GetTickCount≠SetErrorModeҌ ᶏ ≠ץ Ҭ Ȃ   ̆ ᴪ҃ Ҋ Ȃ  



 C# Fiddler,WireShark,VMWare,VirtualBox AubiSandbox,CWSandbox,NormanSandbox,Sandboxie 
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4.  Ҭ
key 

̈ӊloader_b Һ ⱳⱳ ⱳ̆ῒ׃ Ҋұ



https://www.dropbox.com/s/vbnt8gud1d14zx8/avkplugin.bin?dl=1
https://www.dropbox.com/s/vbnt8gud1d14zx8/avkplugin.bin?dl=1




 

 

 









 





 

 

 

(4) ╠ \SAMPLEȁ\VIRUSȁSANDBOX 

 

(5) ԍ 10Ğ ᾢ \\.\PhysicalDrive0̆ DeviceIoControl ῒ

└ IOCTL_DISK_GET_LENGTH_INFŎ ԍ 10G Ӟ ₮ Ȃ 

 

(6) wine_get_unix_file_name ̆∞ Wine Ҋ̔ 
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