
 

 

 

 
 

  

 

2017 03  
  

 

“凯莉”嵌套式攻击样本 

信息通告 
  

2017 年 03 月 10 日稿 

 
 

 

 
 

 
 
 
 

 

检测产品本部版权所有 

 

 
 
 
 



目录 

ѿ.  ............................................................................................................................................... 3 

ԋ. ľ₣ Ŀ ₯  ................................................................................................... 4 

҈. №  ........................................................................................................................... 6 

3.1  ....................................................................................................................................... 6 

3.2 №  ....................................................................................................................................... 7 

3.3 Ҋ №  ........................................................................................................................... 8 

. APT ֟ ׃  ............................................................................................................. 9 

4.1 ָӇ APT ₯ ......................................................................................................................... 9 

4.2 APT ֟ ‗ ............................................................................................ 10 

 

 

  



一.  核心结论 

ṿ ңᴪ ̆VenusEye ῃ ῏ȁ ȁ Ḥ ȁᴑԊ

ҙ ᵝ ⌠ ₯̆ ₯ ᴆ יּ ᴆ ѿ ̆ ֓῏ ҙⱵ

̆ ױ ₯ ̆ ҹľ₣ Ŀ ₯ Ȃ ױ

̆ ⌠ ᵌ ₯ ↕ ҩ̆ ↕ ҆ҩ̆ ΐ ᴆ DDOS ₯ⱴ

ᴆ ₯ Ȃ 

 

₯ ̆ ᴆ ᵌľUPS-DeliveryĿ ̆ Ҭ ѿҩ JS

ᴆ̆ VenusEye ῃ № ̆ ᴆ ̆ Ҋ Kovter

ᴆ Lockyּי ᴆȂ 

ԍ ׆ ᵌ ȁ ₯ ҉ ᵌ ȁ ₯ ֓ ̆ ̆

῏ Struts2 S2-045 ף ̂CVE-2017-5638̃ ̆Ӟ

҉ ᴆ ₯ Ȃ 

҉ ₯ ̆ APT ֟ Ԑ ‰ ȁ ̆ ῤ ץ

Ȃ 

 

  



二



 

 



 ᶏ Ԑ֟ ̆ ץ ‰ Kovter ץ Locky

̆ Ȃ 

 

 
 
 
 

三.  恶意样本的技术分析 

 

3.1  投送方式 

₯ ᶏ ᴆ ᵌľUPS-DeliveryĿ ̆ ῏ȁᴑԊҙ ᵝ ᴆ̆

Ҭ JS ᴆ̆ ױ ₯ ̆ ҹľ₣ Ŀ ₯ Ȃ

Ҋ Ȃ 



 
 

3.2  脚本分析 

 Ҋ Kovter  

Ҋ Kovter ᴆ ̆ ⱴ ̆ ⇔ XMLHTTP Ҋ ᴆ

Ȃ 

 

 Ҋ Locky  

(1) ԅ ⱴ  

 



(2) UiUMpOyH₱ ҩ ұ ̆ ᴰ hDUZBz₱ Ȃ 

 

(3) ׅ js ̆Ḡ ⌠ ҳ ̆ js Ȃ 

 

(4) js ⱳ Ҋ http://look*.top/11.exĕḠ ⌠ ҹ 30459.exe

70684.exĕ Ȃ 

(5)Ҋ ̆ ᴪ WMI Ȃ 

 

 

3.3  下载的样本分析 

 Kovter  

Kovter ѿҩ ₯ ᴆ̆ ꜝ ̆ ̆ ₯ ̆

פ ῒז Ȃṿ ѿ ̆ῒ ԅ ȁ ȁ

ῃ Ȃ 

 Locky  

№ ̆ Lockyּי Ҍ ’Ҋ ⱴ יּ ᴆȂ ⱴ

ᴆӞץ Ӝ ľӜ Ŀ(Great Ennead) ӊѿ ̂osiris̃ Ȃ 



’Ҋ L̆ockyᴪ Ⱶ ѿҩ ᵌ Ҋ HTTP ̆ ⱴ

Ḥ Ȃ ҈ ̆Ḃᴪᶏ ῤ AESⱴ ᴆ ⱴ Ȃ 

 

四.  启明星辰 APT 检测产品介绍 

4.1  什么是 APT 攻击 

APT ₯ӊ ץ ӊҹ ̆ ҹ ₯ ̆ ̆

̆ ᴰ ῃ ȁ῀᷅ ȁ῀᷅ ȁ ῏ȁ҉ ҹ ῏

ῃ ץ ̆ ̆ ԍ ץ Ҍ ӈ ̆ᶏ

ף ₯ȁ Ҋל ₯ Ȃ 

APT ֟ ԍ № ᴆ ҉̆ ԍ

℗ ̆ ѿ ⇔ ֟ Ȃ ԍ ₯ȁ ⱬ ȁH-worm

№ APT ₯̆ ⱴ῀᷅ ȁ └ ₯̆

APT ₯ Ҍԋ Ȃ ץ APT ֟ ̆ ̆

̂0-daỹ̆‰ ᵝ Һ Ȃ 

 



4.2  启明星辰 APT 检测产品解决思路 

₯ ̆ APT ֟ ̆ ץ ₯Ԋ

ᴆ Ȃ֟ ץ ₯ ᴆ ̆ ᾧ

ף Ҭ ̆ APT ₯ Ȃ 

APT ֟ ᵬ̆ҹѿ ף ΐ Ғҙ ῃ֟ ̆

̔ ף ȁ ₯ ȁ ≢ȁ

̂0-day ≠̃ ҹ ̆ Һ Ȃ ↓ ῤ ᾢ ̂

ꜚ ̃̆ ̔ԋ └ ȁ ȁROP≠ ȁ API

ȁ ȁShell code ȁ ̆ ץ ₮ APT ₯ ̆ ̆֟

ֲ Ⱶ̆


