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ᶭ ԍ ᵬ ȁ Ȃ ₯ ѿ ֓῏

ᴆ ₯̆ ῃ Ҥ Ȃ

ᵬ ̔ ᵬ ҍᴰ ᵬ ҳ ῃ

ѿ ̆Һ ῤ ȁ ᴆ ȁ ᴆ Ȃ

̔ ᶭ TensorFlowȁPyTorchȁNumpy ӟ

̆ῒ ӟ Ҭ ̆ ȁ

ҍ └ Ȃ

 ᶫ ῃ

₯ ᶫ ₯̆ ῒᶭ ҈ ᴆ̂ ȁAPIȁ

Ԑ Ⱶ ̃̆≠ ҈ ᴆ ῀ ף ̂ ᴺ ᶭ ̃̆

ȁ ̆ ȂҺ ҳ Ҋ Ȃ

₯ Ȃ ῒ ᴆ ҉ ԅҌ Ⱶ ȁ

API ̆ ֓ ӎ ᴍ ȁ ῃⱴ ׆̆

ԅ ₯ ̆ ₯ ≠ ȁ ȁ Ⱶ

₯ ѿ Ȃ ̆ ΐ Ollama ̆ ₯

ᴍ Ⱶ ̆ ҙⱵ ȁ ᴆ Ȃ

ᴆ ҳ Ȃ ᶏ ᴆ Ḡ № ̆

ᴆ ᴏῳ ԍ ₯ Ȃ ₯ ľ ῏

Ŀȁľᴏῳ Ŀ ̆ Ҋ ᴺ ΐ ̆ᴰ

Ȃ ѿ ῀ ̆ ₯ ѿ └ Ⱶ ̆

Ḥ ȁ ̆ ῀᷅ῤ Ȃ ̆ ᴏῳ APP

Ḥ Ȃ ₯ ׆ ᴏῳ DeepSeek APP ̆
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2.2 ҍḠ

ȁ ᶭ ̆ῒ ῃ ԍῃ ̆ ҩ

ҩ Ȃ׆ Ữ⌠ꜚ ֜ԑ̆׆ ⌠ ῀ ̆
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 ᴰ ῃ

֜ԑ ꜚ Ҭ̆ ҍ ӊ ȁץ № ӊ ᴰ ̆

ӎ ⌠ ⱴ Ḡ ̆ ľҬ ֲ ₯Ŀ̆ Ḥῤ ȁ ꜝ Ȃ

2.3
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₮ ᵌ ף Ȃ ԅ ῀ ₮ ῤ

Ḥ ̆ ₯ ≠ ֓Ḥ ̆ ῀ ῀ҍ ₮

̆ ₮ΐ ⱳ ᾥ ̆ ᴑҙ ֟ ῃȂ

2.4 ᵣ ῃ №

AI ᵬҹ AI ⱬ ᴆ ᵣ̆ ԅ ҳ AI ⻛ ̆ῒ

ᵬҹѿҩ ̆ ԅᴰ ᴆ Ҭ ῃ Ȃ ⻛ ԅ ⻅

Web ( ῀ȁXSS)ȁ Ҍ ῃ AI ₮ ῀ ( AI

ῤ ῃ ) ץ̆ ₯ ≠ AI ҙⱵ Ȃ

AI ף ῃ̆ ᶏ AI ᵣ ῃ ̆ ᶏῒ AI

ῃ Ȃ

ᵣӞ ѿ ̆ ҳ ῃ ̆

ῃ Ӟ̆ ֲ ᵣ ῃ Ȃ ╠

ῃ ῏ ⌠ ῃ̆ ᴆ ῃ Ȃ

ᵣ ҳף ȁ ̆ ₯ ≠ ̆ ҹ ̆

ᵣ ᴆ Ḥ ȁᴺ ̆ ᵬ̆ ᴰ ̆ ‗ ‰

̆ ᵣ ̆ҩ≢ ᵣ └ ҹ ̆ᴪ ᵣᴋⱵ ̆

̆ᶏ ҩ ῀ ӰȂ

 Web ῃ

ᵬҹѿ ֲ ̆ ҳ ᴰ Web ҳ

ῃ ̆ API ȁ ̂XSS̃ȁSQL ῀ȁ ᴺ ̂CSRF̃ȁ
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└ȁ ῃ ȁᶏ ᴆȁҌ ῃ API Ⱶ ₯̆

֓ ₯ ≠ ȁ Ȃ

 API ῃ
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 ᴍҍ └ ῃ

ẫῃ ᴍ Ḡ ῒ ῃ └Ȃ

ȇAI ᴍҍ ӥ̂AI-R-IAM̃Ȉ ̆

῀ԅ AI ᴍ̂AI Identitỹ ֲ ᴍ̂Non-Human Identity, NHĨ̆ ̆

̆ Ὲ ȁ ̆ RAG ̆ ԅ

ᴍ ӊ ̆ ԍҍᴰ ᴍҍ IAM ̆

ԍ ֟ ȁῤ ȁ ȁ ץ ̆ ᴍῳ ȁ

Ҍ Ȃ

ᴍ Ȃ Ҭ̆ ⌠ ȁ

ȁῤ ȁ ̆ῒ Ҍ ȁ

⅞№Ҍ ȁ ‖ ↕ ᴪ ֓⻆ ₮ῒ ᵬ

̆ Ҍ ⻆ ӊ ׆̆ ῤ ֲ ȁ

₯ ≠ Ȃ

ᴍ ҍ Ȃ Ҭ

RAG ȁ ҈ APIȁ Ԑ Ⱶ ῒז ̆ ᶏ API ȁ

ұҬ ȁ Ⱶ פ ᴍ₡ Ҍ ̆ ̆ ף

Ҭץ ⱴ Ữȁ Ҍ ῃ ᴰ ̆ ֓₡ ԇԅ ₮ ῒ

ⱳ ̆ ѿ ₡ ̆ ₯ ≠ ֓

ꜚȁ Ȃ

Ҋ ᴍҍ Ҍ Ȃ Ҭ

( ҩ ᵣ῍֣ ѿ ᶛ)̆ ԍ ᴍ ȁ

└ └ Ҍ ̆ ѿҩ
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῏ └ ҍ ̆ ҙ ‰ ̆└ ῃ ‰ȁ ᵀ ᴶ ‰

↕̆ҹ ҙ ᶫ Ȃ

̆ ȁ ᵬ ῃ ̆ ꞉ ῃ ȁ ȁ ץ

ᵬ̆῍ ῃ ΐ̆ ꜚ ῍֣ҍ ⱬԑ Ȃ ẫῃḤ

῍֣ └̆ ῍֣ ῃ ȁ ᶃ Ȃ

ȁ

Ҋ ԅ∆ ҍ№ ̆

̆ῒ ῃ ҹѿҩ ᵣ Ȃ ҕ Ҭ̆ ױ ץ

╠ ̆ ῀ ѿҩῃ ȁ ȁ ̆ Ҍֽ

֓ ̆ Ḡ ẫ ῏ ѿ Ȃ

ԓȁ

1ȁȇAI ᴍҍ ӥ̂AI-R-IAM̃Ȉ. 2025 2 .

2ȁȇAI ῃ ᵀ └ ȈDemon AI Security Handbook 2025 5 .

3ȁȇDeepSeek ῃ ҍ Ȉ.Ҭ ꜚ 2025 4 .

4ȁOWASP Top 10: LLM & Generative AI Security Risks https://genai.owasp.org.
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ȇֲ Ȉ̂EU AI ACT̃ ῃ ֲ ̆ԍ 2024

5 ԍ 8 ȁ2025 2 № Ȃ ԍ №

̆ AI №ҹ ҩ ̕ AI ῃ ⱴԅ ᴋ̆ Ҍ

AI ₮Ҍ ̆ AI Ҥ Ȃ

 ISO/IEC 42001 (ֲ )

‰ ̂ISÕ ᴪ̂IEC̃ ѿҩ AI ‰Ȃ

ҹ ȁ ȁ ֲ ̂AIMS̃ ᶫ ̆ ԍ ᶫ

ᶏ AI ֟ Ⱶ ᴋᵥ ץ̆ ᴑҙ ᴋ ᶏ AI Ȃ

 IEEE AI ᴶ (IEEE AI Ethics Guidelines)

IEEE ῃ Һ ᴶ Ṥ ѿ №̆ ᶫԅѿ ↓ᴶ ↕ Ḇץ̆ AI

ᴋ Ȃ

 Ҭ ֲ ῃ / ↕

Ҭ Ӟ ֲ ᵣ ̆ᶛ ȇ ѿֲף ⅞ȈҬ ₮

ľ҈ Ŀ ȁȇ ֲ Ⱶ Ⱳ Ȉ ȇֲ ῃ

Ȉ ‰Ȃ ľֲץҹ ȁ Ŀ ̆῏ ῃȁ ȁ

Ḡ Ȃ

ȇ ֲ Ⱶ Ⱳ Ȉԍ 2023 8 ̆ Ḇ ֲ

ẫ ̆ ῃ ᴪῈ῍≠ ̆Ḡ Ὲ ȁ ֲ ῒז Ȃ

₮ ֲ Ⱶ № № ׆̆ ҍ ȁ Ⱶ ȁ



16

ᴋ Ⱶ ᶫ ᶏ ₮ԅѿ ↓ ῒ̆Ҭ ᶷ ҹ

ץ̆₮ ꜚ ֲ Ȃ

ȇֲ ῃ 1.0Ȉԍ 2024 9 ῃ ῃ ‰ ᴪ Ȃ

₮ԅ ȁ ȁ ȁ ᵬ 4 ↕̆ ֲ ῃ №ҹ

ῤ ῃ ῃ ̆ ȁ ȁ ץ ȁ ȁ ȁᴶ

Ȃ

2. ҍ ҙ

ῃ ₮ ᶷ ԍ ₯ № ̆

῀ ῏ AI ΐᵣ ̆ ₯ ȁ ≠ Ȃ

 OWASP Top 10 for LLM Applications 2025

Web ῃ ̂O
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 MIT AI Risk Repository

ѿҩ ̂
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