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2.2 ὅ ֟ҙ  

҉׆ ץ ₮̆ ҉ ῀ ̆ Ӈ ҩ ₯ ᴪ ꜚ ⌠

Ҋ ̆ῒҬ ѿҩ Ҋ ̆ῒ҉ ₯ Ӟ ̆ ғ

Ҍ ̆ Ȃ ҉ ľ ₯Ŀ ꜚ ғט ꜚ̆

ῒ ὅ ᴪ Ȃ ᴆᵬ ΐ ľ ₯Ŀ ꜚ

Ώὅ Ṝ ῒҬⱴ῀ ̆ Ӈ ᵬ ץ ף

ῒ̆ ₯ Ӟ ҩ֟ҙ Ȃ ז ҩ ꜚ ₯̆ Ӈ

ῒ ₯ ↕Ҍ Ȃ 

3. “Death”僵尸分析概述 

ױ ⌠ľDeathĿὅ ῏ 2000 ҩ ̆ ȁ ȁ №

ѿҩ └ -- Ȃ └ⱳ

ὅ ₮ ֟ҙ ̆ ֓ Ҍ ’Ҋ ≠̆ ױ

ὅ ԅѿҩῒ ὅ Ȃ 3.1 ̆

└ ץ └ ľDeathĿὅ ֟ҙ Ҭ Ȃ 



₯- ľDeathĿὅ └                                 

6 

 

 

 

3.1  └ ( ) ὅ  

̆ ὅ ԅ ץ Ⱶ ₯ ̆ ץ ᴋᵥѿ ⱴ ȁ

Ҋ ᴋ ᴆ ⱳ Ȃ ױ № ̆ ὅ ҹὅ

└ ̆ῒ≠ Ὲ ₯ ḱ ȁԋ ⱴ῀ C&Cⱳ Ȃ 

̆ ῏׆ױ № Ҭ ̆ ὅ ѿ֓ ΐ҉̆

ľBillgateĿDDoS ₯ ΐȂ ̆ ԍ Ӟ ᾟ ԅ ₯

ѿ֓ Ȃ 

ľDeathĿὅ ₯ ̔ 

̂1̃ ѿ ( )≠ ԋ ̂ ̃ ҈ ̂ ̃

ὅ  

̂2̃ ѿ ( ) ₮ ὅ Ҭ  

̂3̃ ὅ ѿ  

̂4̃ ԋ ̂ ̃Ӟ ὅ Ҭ  

̂5̃ ὅ ѿ֓ ΐҬ̆ ₯ └Ҋ  

̂6̃ ῖ ῤ ҍ  

̂7̃ └ ᶏ IE  

̂8̃ Ҭ ⱴ  
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׆ ֓ ᶛ ץ ₮ѿ֓ ̔ 

̂1̃҉ C&C qlsb.f3322.net̆ ғ҉ ⌠ ҩ C&C ₃Ӎ ҈

ҩ C&C̆ῒ 9898Ȃ 

̂2̃C&C qlsb.f3322.net ῏ ᵄ ңҩ C&C̆ῒҬѿҩ̂

yankeidc.top www.lxi3.com̃ ̂ №ҹ 9999̃ ғ

qlsb.f3322.netѿ ₮ ̆ ѿҩ C&C ₃Ӎ ₮ ҩ Ҭ̆ғ

Ӟ Ȃ 

̂3̃₃Ӎ ₮ nb.cztlyy.com ᵄ ңҩ ̆ ғ ѿҩ

₮ ҩ Ҭ̆ ̆ Ӟ Ȃ 

҉̆ Ҭ C&C ҉ ₃ҩ C&CȂ

ָӇ ̆ ױ ҉ ң Ҍ ҈ҩ C&C ₮ ̆ ғ ױז

῏ ̆ └ 4.4Ȃ 

 

4.4 C&C  
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4.8 nb.cztlyy.com῏ - ֟
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4.7  局中局：揭秘其中更为复杂的黑雀乱象 

2000 ҩ Ҭ̆ ╠ ױ ԅѿ֓ ̆ ╠

ὅ ԅѿ ľBillgateĿὅ ΐҬ̂ ̔ Ҍ

ľBillgateĿὅ Ҭ̆ ԅ ҬȂ̃ȂӞ ľ̆DeathĿὅ Ҋ

ӯľDeathĿὅ ̆ ľDeathĿὅ ז Ώ ľBillgateĿ

ὅ Ҭ̆ ғ₮ ז Ҋ Ȃ ѿҩ ̆

̆ᴪ ╠ Ҋ ҹ Manager ᴆ̆ ᴆ ѿҩ ELF ᴆ̆№ ῒ

ľBillgateĿὅ ( ὅ ҬӞ ₯ ̆ ױ №

Ҭҹ ῒ ᴧ )Ȃ 4.10 Ȃ 

 

4.10 “Billgate”  

҉ ľ̆BillgateĿ ̆ᴪẽẽ ꜚľDeathĿὅ ̆ 4.11

ԅ ΐ ᴆ Ȃ 
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4.8  “DEATH”僵尸网络的黑雀攻击链 

⌠ ̆ ץ’ № ̆ ױ ץ ₮ 4.12

ľ4(eat)7(h] TJ

ET

 EMC  /P <</MCID 92>] BDC BT

/F5 10.56 Tf

1 0 0 1 113.1 442.94 Tm

[<01000725111<1E26>] TJ

ET

 EMC  /P <</MCID 31>> BDC BT

1 0 0 1 186.69 442.94 Tm

[<0501411<1CF01B6B082B>] TJ

ET

BEMC  /P <</MCID 31>> BDC BT

1 0 0 1 230969 442.94 Tm

[<04B2ED2E>01C>] TJ

ET

 EMC  /P <</MCID 105> BDC BT

/F1 10.56 Tf

1 0 0 1 141.35 c42.94 Tm

[7 )] TJ

ET

 EMC  /P <</MCID 71>> BDC Bq
433.1 4 0 102.45 590418.02 c


/Image213 Do Q

BEMC  /P <</MCID 717Lang (en-US)>> BDC BT

/ 0 0 1 506.82418.237Tm

[7 
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╠ №ױ ⌠ 2015 5 23 ̆ 3 ̆

⌠ Ԑ Ⱶ

120.26.53.74

҉Ȃ ң ̆ѿ ⱴ῀ὅ

C&C qlsb.f3322
net IP̆ ᾢⱴ῀ὅ ₮ ῬẠ ̕

ѿ ױ Ȃᵖ׆ ҉№ ̆ ױ ץ ̂ὅ

└ ̃ѿ ᶏ Ԑ Ⱶ ᵬҹῒ └ Ⱶ ̂120.26.53.74 Ȃ̃ ╠

5.4 Ȃ 

 

5.4 

╠  

 ̆ C&C ̆ᵖ ῒ ὅ ף ᶭ ֟

ҙ Ҋ ᶏ Ȃ ԍ C&C ץ ̆ ױ ῒ ѿҩ Ḥ  ̆

5.5Ȃ 
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5.3  Q 版黑雀画像 

ױ  ԅ Ҭ Q ľDeathĿὅ № ӊ ̆ ῒҬ₃

ҩ ᴍḤ Ӟ ԅ №
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5.7 Q ԋḤ  

҈ Ἕ̔ᶏ C&Cҹ linux.yiqing.pw ↔* ̆ ҹ ̆ῒז

ȁ ȁxionga Ȃ ֲ Ԋ׆ ֟ҙ̂DDoS ₯̆ ̃̆

Ύ QQ Ҭ׆Ԋ ꜚ̆ῒ2013 ҽⱲ ꞉ ꜚȁ┘ Q ȁ

┘ ȁ┘ 2̆016 3 4 Ὲ ⱴ

῀ ӊ Ῥ₮ ≠̆ ẊṢ₮ Ⱶ ̆ ẽẽ׆Ԋ DDoS ₯

יּ Ȃ ֲ Ύ ңҩ ̆ῒҬѿҩ ľ Ŀ ῒתּ ᴩ̆ ѿҩ

ľ ῃ Ŀ ԍ ᶫ ⱵȂ 5.8 Ȃ 

 

5.8 Q ҈Ḥ  
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6.6  

6.3  延迟上线后门 C&C 

ὅ └ C&C Ⱶ ῤ ҉ ̆ ῒ C&C Ⱶ

ὅ ⱴ῀ ̆ 6.7Ȃ 

 

6.7 Q ὅ └  

Q ľDeathĿὅ └ C&C 3№ ҉ ̆NB 2ҩ

҉ ̆ 6.8Ȃ 

 

6.8 ὅ └ C&C ҉  
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7.1 ⱬ ᴆ̂ DDoS̃ 

ᾢ̆ ױ IDA ᴆ BinDiff ľDeathĿὅ ҍ Nitol DDoS

ԅ₱ ᵌ № Ȃ 7.2ҹľDeathĿὅ ҍ Nitol ᵌ ̆

ױ ԅ № API № ԅ Ḥ ₱ ᵌ Ȃ 

 

7.2 Deathҍ Nitol₱ ᵌ  
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׆ Ҭ ᶭױ ץ ⌠ ᵌ ̆ ғ ᵌ ₱ Nitol

Ȃ 

̆ ױ ԋ ף└ № ҈ױז̆ ӊ ῤ IPC$ᴰ ȁ └ ȁ

C&C ᵌ ̆ῒҬ NitolҌ ľ̆DeathĿὅ ҍ

DDoS ᵌ Ӟ Ȃ ̆ ױ ľDeathĿὅ ȁ

DDoS v8ץ Nitol ԅ ѿ ὅ ̂№ Ҭ ⌠ԅ DDoS

̆ ԅ ױ ̃̆ ғľDeathĿὅ DDoS῏ ֪ ѿ֓Ȃױז№≢

֓ ԅ ̆ῒҬ DDoS v8 Ữ Ҭ └ ԅⱴ ̆

ľDeathĿὅ Nitol ̆Nitolľ

Death
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